Escrow is dead?
WHITE PAPER
June 2012

Table of Contents
Executive summary……………………………………………………………...……………………..………………...3
The growth of the Cloud and SaaS………………………………………………………………………………….4
Why are businesses migrating to the Cloud?………………………………………………………………….4
Why are businesses using SaaS technology?......................................................................6
Business apprehensions of the Cloud……………………………………………………………………………..6
What is Escrow?..................................................................................................................7
Why did traditional Escrow work?......................................................................................8
Current Escrow complications…………………………………………………………………………………..……8
A hybrid Cloud-Escrow combination……………………………………………………………………………….9
Conclusion…………………………………………………………………………………………………………………...10
About virtualDCS………………………………………………………………………………………………………….11
References……………………………………………………………………………………………………………………12

2

Executive summary
Software as a Service is a rapidly growing sector within the Cloud Computing industry,
with more companies strategically migrating to the Cloud for the benefits that the
service provides. Typically, these advantages include improved availability and
accessibility, without upfront hardware or
software costs. Consequently as Cloud and SaaS
technology expands traditional Escrow protection
has become outdated.
Historically, if a software provider was unable to
complete their contractual obligations, then
Escrow would have been the solution for companies that had the software installed on
their local servers. However, since the expansion of the Cloud traditional Escrow
solutions cannot protect users in the same way and some of these Cloud advantages
have become disadvantages. This is why a unique collaboration between the Cloud and
Escrow is the perfect solution.
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The growth of the Cloud and SaaS
Between 2012 and 2015 the Cloud Computing industry is predicted to grow at a rapid
rate and by 2014 it is expected to be worth £6.1bn in the UK alone.
A key element of this growth is from Software as a Service (SaaS) technology, and IDC
has predicted that it SaaS revenue will grow at six times faster than all other software
deployment methods.
IDC continues to estimate that
by 2014 they expect SaaS to
hold a compound annual
growth rate of around 25.3%,
and that in 2012 80% of new
commercial enterprise apps
Source: IDC

will be deployed on Cloud platforms.

Why are businesses migrating to the Cloud?
In 2011, research was conducted by the Cloud industry forum, where the study sampled
450 senior business and I.T. decision makers from, small and medium end user
organisations.

4

The sector categories of these businesses included:

Source: Cloud Industry Forum, “UK Cloud
Adoption and Trends 2011”.

When asked the question ‘Which of these was the primary reason for adopting
Cloud-based services?’ the responses were as follows:

Source: Cloud Industry Forum, “UK Cloud
Adoption and Trends 2011”.

The research shows that the benefits of the Cloud, as previously explored, can be
correlated toward the growth of both Cloud Computing and SaaS. Furthermore, 85%
of participants that were currently using Cloud services expected to see an increase in
their Cloud usage over the next 12 months.
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Why are businesses using SaaS technology?
Unlike traditional solutions, new benefits received from Software as a Service Cloud
implementations include:


No upfront hardware costs are required.



No upfront software costs are required, as SaaS is a subscription based solution.



Faster implementation of software,



Reduced support costs,



Upgrades and patches are maintained by the author, with no additional costs
required.



Managed backups,



The business can also take advantage of their improved availability and accessibility.

However, if the software provider was to become unable to supply their service these
additional benefits could potentially become disadvantages.

Business apprehensions of the Cloud
Despite the availability of Cloud Computing and SaaS technology, businesses are still
cautious of the Cloud. Participants that said they were currently using the Cloud, or would
do in the future, expressed their concerns for the overall technology.
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The results were as follows:

Source: Cloud Industry Forum, “UK Cloud
Adoption and Trends 2011”.

When addressing the concerns of the Cloud, in the respondents view it is understandable
why they may be reluctant to migrate completely, or choose to have a contingency plan in
place, should any unforeseen circumstances arise. For example, what happens if their
software vendor goes out of business? Traditionally, Escrow would be the perfect
contingency solution.

What is Escrow?
Traditional software Escrow is a three way agreement between the Escrow company,
software vendor and the software user. Under the terms of an agreement, the software
owner would supply the Escrow company with a copy of the source code behind the
developer’s key software applications.
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The Escrow company would then hold this material and in the event that the software
owner cannot comply with their contractual obligations then they would release the
source code to the end user, where they can take control of the software. The end user
then has the option to either maintain the software themselves or appoint another
software house to maintain it.

Why did traditional Escrow work?
When using Escrow before the Cloud, the software was traditionally installed on local
servers, where the following advantages applied:


Software is installed on the user’s computer hardware.



Hardware is stored onsite where the user has
complete access and control of the facilities.



The user would have an understanding of
how the software was installed and
potentially some understanding of how the software was supported.

Ultimately, the business would receive the source code, have access to all the
information and the right to use and maintain the software themselves.

Current Escrow complications
When taking the Cloud into consideration, what happens if the software author becomes
bankrupt or their platform becomes unavailable? Would an Escrow service help in this
situation?
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Under traditional Escrow, the company would discover issues, such as:


Having access to the source code, but not their data.



They would also have no guarantee of retrieving their information.



They would have a lack of understanding of the Software architecture,



No I.T. support.



They may need to purchase hardware to
store software, or hire a new Cloud
provider.

A SaaS package provides an overall Software
solution, and while all these issues were being resolved under traditional Escrow the
company would remain unproductive. A simple Escrow solution in this instance would
not be an effective contingency plan.

The solution: a hybrid Cloud-Escrow combination
Cloud services are constantly evolving, so in order to solve this particular issue Escrow and
Cloud based disaster recovery services have combined in order to create a hybrid Cloud
solution. This enables the users to continue using the software while retaining their data,
taking customer protection to another level.
Within this solution the SaaS service is replicated entirely into a second location, ready to
be activated in the event of a disaster. The synergy between the two solutions results in a
greater overall service.
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The lists of physical, commercial or otherwise, that can be mitigated through this
solution include:


Loss of a data centre partner,



Physical loss of a live data centre,



Major system failure,



Loss of company data,



Administration or bankruptcy of the software author.

With the whole system being duplicated, the legal/commercials of this service mean
continued operations of the SaaS solution. This service means that users can, if
necessary, extract their data using native tools.
The system can be run from the failover site, and can also be failed back to the live site.
Customers can also request this level of insurance from their providers. Finally, the SaaS
asset is protected, making it easier for administrators to sell on the service, potentially
without affecting any clients.

Conclusion
Cloud technology is constantly evolving, changing the way that businesses operate and
because of this technology methods of business continuity also need to progress. The
Cloud provides businesses with access to a range of benefits that were previously
unavailable, and Escrow also has to evolve to comply with these changes in order to
keep up with user demands. Collaboration between the Cloud and Escrow is the ideal
solution.
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About virtualDCS:
The founders of virtualDCS have pioneered the development of the Cloud
Computing industry for over a decade. As one of the first companies
dedicated to Cloud services in the world, our customers are confident that
they only receive the finest solutions. Our approach is to work in partnership
with our clients to ensure that their infrastructure is ready to exceed the
service levels demanded by their business.

From left to right: Richard May and John Murray. The founders of virtualDCS.
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